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B maHHOM pykoBOACTBE NpUBEOEHbI CMPABOYHbIE AAHHbIE U TUMOBbIE UHCTPYKLMUK
ANS NONb30BaHMs NporpaMmHbIM npogyktom COBATANSEP

PykoBoACTBO npegHasHa4yeHO AN onepaTtopoB W 0OCNyXMBalLWEro nepcoHana
aBTOMaTU3NPOBAHHOM CUCTEMbl PaHHEro BbIABNEHUS W OMNOBELLEHMS U €eCTb

obs3aTenbHOM AN 03HaKOMITEHUS.

1 HA3SHAYEHUE
MHOrOMYHKLIMOHANbHLIN  MporpaMMHbIii - npoaykt  COBAJNIAMSEP,  panee

nporpamma, SABASi€TCS MPOrpaMMHbIM KOMMSIEKCOM ANs opraHmM3aumMm cbopa AaHHbIX U
peanu3yeT pacnpeferieHHyl0 cuctemMy HabnwogeHuss u ynpaesneHns — SCADA-cuctemy

(aHrn.SCADA - Supervisory Control and Data Acquisition).

CTaHpapTHble QYHKUMK:

cbop TekyLen nHpopmauunmn n3 LMdpPOBbIX U aHANOroBbIX 4aTYNKOB, KOHTPOMSEPOB;

- COXpaHeHue TeKyLlen nHdopmaLmm B XXypHarne CUCTEMbI,

- VHTYUTUBHOE rpadnyeckoe npeacraBneHme TekyLen nHgpopmauuu;

- MCMNOSIb30BaHWEe TeKylwen WHopMauun Ons  peweHus 3agady  KOHTpons wu
yrnpaBfieHue;

- nepepada n BBeAEHUSA B yCTPOMCTBO YrpaBreHna KoMaHa aucnetyepa;

- OpraHusauusi CBA3N C yCTPOMCTBaAMMU, MNOAKITHOYEHHBIMU K NHOPMALIMOHHON CeTw;

2 YCTAHOBKA U NEPBbIU 3ANYCK

Mporpamma nocTtaBnseTca B Buae apxvBa W paboTaeT nog YynpaBleHUem
onepaumoHHon cuctembl Windows XP SP3/Seven/8. [1na npasunbHon paboTsl nporpammy
HeobXxoaMMO pacrnakoBaTb B KOPHEBYK AupekToputo amcka C, npy 3TOM B HEW O0SKHA
NnosABUTCA narka ¢ uMmeHemM Sovalizer, BHyTpy KOTOPOW HaxogAaTca cnegyowme dannbsl u

nanku:
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© - b » Komnbtotep » system (C:) » sovalizer »

a
Wnmsa Jata nsmenexna Tun Pasmep

e
&

fluger_log 17.01.2013 14:30

1
o |
@

images 27,12.2012 12:23

pinger 09.11.2012 15:28 Ma

skins 2 Ma

slave_log Ma

sounds Mank

stunnel Man
& about ®a KB
%] libmcrypt.dll Pac 248 Kb
: log Te 3 Kb
:_‘, nsca_text T 1 Kb
[&] send_nsca MakeTHbIR Gaiin ... 1 KB
|| send_nsca.cfg ®aiin "CFG 2KB
57 send_nsca MpunoxeHne 60 Kb
@& Settings ®aiin "IN 24 KB
m Sovalizer Mpunoxerne 4379 Kb

fluger_log — nanka, B KOTOpPOW COXpaHATCA hannbl XypHana dntorepa, 1 dann
Kaxkable CyTKu;

images — nanka, B KOTOPOW HaxogaTcsl u3obpaxeHus ons rpadouyeckorn o60mnoYkm
nporpaMmmbl;

pinger — narnka, B KOTOPON HaxogsaTca dannbl CUueHapueB Afsi KOPPEKTHOM paboThl
nporpaMmbl Npu nepefade AaHHbIX Ha CepBep C MCMNOMb30BaHMEM TEXHOMNOMM
GPRS;

skins — nanka, B KOTOPOW HaxXOAATCS BM3yalibHble CTUNKU rpadmnyeckon 060nNoYKkM
nporpammbi;

slave_log —nanka, B koTOopon coxpaHstoTca dannbl xypHana MJIK COJNA, 1 dann
Kaxkable CyTKu;

sounds — nanka, B KOTOPOW HaxoAdATCs 3BYyKOBble (haunnbl ¢hopmarta wav, and
03BYYMBaHUSA cOBbLITUI NpoucxoasLmx npu padote yposHemepos MTM n YYC;
stunnel — nanka, B KOTOPOW HaxogsaTca pamnbl nporpammbel  stunnel,
npegHasHayeHHON ans WudpoBaHUS AaHHbIX, NepefaBaeMblX MNporpaMmon Ha
cepsep;

about.ini — dann, B KOTOPOM XpaHUTCA MHGOPMALMA O NPeanpuaTUN U KoTopas
oTobpakaeTca Ha Bknagke «CnpaBkay;

libmcrypt.dll, send_nsca.cfg, send_nsca.exe - dannbl Heobxoaumble AN
npaBunbHON paboTbl NporpaMmMbl, OTNPaBNALLEN AaHHbIE HA CEPBEP;

log.txt — dparn OCHOBHOIO XypHana;

nsca_text.txt — TekcTtoBbIn (hans, ¢ UHGOpPMauuen OTnpasBfiISIEMOM Ha cepBep WU
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Wwnppyembit nporpammon stunnel;

- send_nsca.bat — dann cueHapusi, KOTOPbIA BbIMOMAHAETCA MporpaMmMon npwu
oTrnpaBKe JaHHbIX Ha cepBep;

- settings.ini — pann OCHOBHbIX HacTpoeK MNporpaMmmbl, B KOTOPOM XpaHUTCSA BCS
nHpopmauusa ana npaBunbHON paboTbl NporpamMmel;

- Sovalizer.exe — ucrnonHaembin gpann NporpamMmsil;

Mocne pacnakoBkM, Ons 3anycka nporpammbl HEOBXoguMmo 3anycTuTb  hawnn
Sovalizer.exe. Ecnn nponsBoanTCsl NepBbIA 3anyck nNporpaMmmbl, TO U3 danna HacTpoek
settings.ini 6yayT 3arpy>keHbl HACTPOMKK MO YMOM4YaHMIO U nporpamma byaeT 3anylieHa co

CTaHOapTHbIMA HaCTpOIZKaMM npn 3TOM OOJTXHO NOABUTBLCA crieayruiee OKHO:

Puc. 1. MNycTtas ctpaHmuya 6e3 HacTpoek
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Ecnn xe nporpamma 6yget 3anyweHa ¢ ¢annom settings.ini, npegsaputensHo

HaCTpPOEHHbIM, TO 6yneT npon3eeaeH 3anyck C HaCTPOVIKaMM, COXpaHeHHbIMMN B 3TOM

ganne. MNpumep nporpamMmbl C HACTPOUKaMKN NPUBESEH HA PUCYHKE HUXKE.

Puc. 2. nmaBHas cTpaHuua

3 WHTEP®EWUC NOJNIb3OBATENA

WHTepdpenc nonb3oBatens npeactaBnseT coOGOM COBOKYNHOCTb 3fE€MEHTOB
ynpaBneHus: CTpaHuu, naHenen, KHOMOK, WHAWKATOpOB, Haanucen, 3HAauYKOB,
obecneunBaroWmnx nonb3oBatens mMHopmaumen o PYHKUMOHMPOBAHMM CUCTEMbI. (CM.
puc. 2).

NMpumeyanue.

BHewHnn BNA nHTepcenca onpenensaeTca TeMom nHTepcgenca nu MoxeT MeHATbCA!

5.1 TTNNABHASA NAHEJNb

Puc. 3. (naBHag naHernb

Ha rnaBHOM naHenu pacnonoxeHbl 3aknagku crtpanuvy ("MnasHag", "TenedoHs!",

"Cepsuc", "Cnpaska", "Jlor") n cuctemHble 3HayKu.

CuctemHble 3HAYKN N NX 3HAYEHUS npmnBeneHbl B Tabnuue:

CuctemHble 3HaYKu: YpOBEHb CuUrHana mogema

YpOBEHb CUIrHana mogema

CucrtemHble 3Ha4vku: oaTa, BpemA
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CUCTEMHbIE OaTa N BpeM4A

5.2 PABOYE MNOJE NMABHOW CTPAHULbI

Ha pa60qu none rrnasHoOn CTpaHunubl HaxoAUTCA NaHeslb OTBETCTBEHHbIX JINL,

MHOUKaTOPbI CepBMCOB 1 HAAMNUCH.

3.1.1 NAHEJIb OTBETCTBEHHbIX JINL

Ha naHenn OTBETCTBEHHbIX vy, OTpaxarTcAa AOOJDKHOCTHbIE JMua,

onoBeLwarTcd O ‘-Ipe3BbI'-IaIZHbIX cuTyauumnax.

4YTO

| | Oupektop B Inae. nHxernep B Inae. TexHonor &

Puc. 4. NaHenb OTBETCTBEHHbIX NAL|

[ns coobLeHnin NCnonb3yTcs 3HAYKKU, NPpMBEAEHHbIE B Tabnuue:

3BOHOK HeydayHbIi
3BOHOK yaa4HbIi
CMC HeyfayHoe
CMC yaayHoe

3.1.2 WHAOWKATOPbLI CEPBUCOB, HAOINMNCH

|/|H,EI,I/IKaTOpr cepBncoB penAaATcA Ha UHOUMKaTOpPbI O60py,EI,OBaHI/Ie n NHOWKaTopbI

cneumanbHbIX CEPBUCOB (MHAMKATOP "yMHasi KHoOMka").

Puc. 5. lHaukaTopbl CEepBUCOB, HAaNUcK

CuUcTeMHbIe 3HAYKN: OCHOBHOE pe3epBHOE NMTaHne

[ oTka3 bnoka nutaHus (24/12B)
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6aTapes paspsixeHa

GaTtapes 3apsikeHa

HanpsxkeHne ceTn 220B npeBbiweHo Ha 20%, paboTta ot 6aTapeun

HanpsbkeHue cety 220B noHmxkeHo Ha 20%, paboTa oT GaTapen

HanpskeHne ceTn 220B oTcyTcTByeT, paboTa oT 6baTtapeun

nutaHue ot cetn 220B

LEEE

MHankaTtopbl obopyaooBaHUsA rpynnupyroTcsa B 3aBUCUMOCTU OT 30HbI KOHTPONS,
pasmelleHns unu TpaHcnauuu. llog rpynnon WHOWMKATOPOB BbIBOAUTCH MOSICHSOLLMN
HaOnNMCb CO 3HAYKOM.

MHOMKaTopbl CMEHAIOT CBOW LIBET NO NPUHUMNY ceeTodopa:

- 3eneHbln UBET yKasblBaeT Ha COCTOsIHME «HopMarnbHbIny (OK);

- XKenTbi UBeT ykasblBaeT Ha cocTosiHne «aokputudeckun» (WARNING);

- KpacHbIn cocTosHMe yka3blBaeT Ha cocTosHmne «kputudeckmin»y (CRITICAL);

- Cepbln UBET yKasblBaeT Ha cocTosiHne «HeussecCTHbIny (UNKNOWN) - oTcytcTBue

cBsi3n ¢ 060pyaoBaHMEM, HEUCMPABHOCTL 060PYAOBaHMUS, 0OPbLIB NMHUW MW APYroW

cbon cucTemsl.

4 NMPUMEP KOH®UT'YPALIUU

OnucaHve rnaBHOrO OKHa MNpowe BCero OoObsCHWUTbL Ha npuMepe KOHdurypaumm
pearnbHOM cucTembl. Hanpumep, Mbl XOTUM CKOH(UIypupoBaTb CUCTEMY, B KOTOPOWN eCTb 1
MJIK COJ1A n 1 ypoBHemep YYC. K MK nogkntoueHo 4 gatyunka BAPTA, K LeHTpanbHomy

6noky YYC - 6 nsmeputenen ypoBHsi Tonnvea.

5.3 HACTPOWUKA YPOBHEMEPOB YYC-001
CHavyana 3anyckaem nporpamMmmy ¥ nepexoauMm Ha Bknagky «CepBuc», BBOAUM

napoJsjib And OTKPbITUA OKHa C HaCTpOVIKaMl/I N YyCTaHaBJIMBaem YeKBOKChI HanpoTmnB

agpecos ¢ 0 no 5 gns yposHemepos YYC-01:

YcTpoicTsa

Cxanuposatb [JIK COJIA ¢ agpecamu

CxaHupoBaTk ypoBHemMepbl MTMS00

CkanupoBath yposHemepbl YYC-01
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Janee Haxumaem KHomky «CoxpaHuTb» U nepesanyckaem nporpammy. [locne

nepesanycka gOoJPKHO OTKPbITbCA rMaBHOE OKHO TaKoro sunaa:

% "COBAnaiizep. Bepcus 1.1 build 140513. HB® UxTeanekt”

W rnasuan D -

Ha Hadnucb «Owubka!» Ha 604Kkax ypoeHemepos He cmoum o6paujame 6HUMAHUSA, MAK KAK HA
daHHOM 3mane npoz2pamma He nosay4aem AaHHbIe ¢ yeHmpanbHo2o0 6aoka YYC.
Hanee Heo6GxoaMMO onATb BBECTM Naporsb Ha Bkragke «CepBUC» N YCTaHOBUTb YEKOOKChI
B HacTpomkax «OObekTbl Ha [rnaBHOWY», paspelunB nepemMelleHne OoObeKkToB, 3TU

HaCTpOWKKN BCTyNatoT B AeNCTBME Cpa3y U NporpaMMy nepesanyckaTb He HY>KHO:

ObbeKTbl Ha rNTaBHOM

® | [lepeMellieHne C CETKOM

ToKa3biBaTbh CKpbIThie

nocre 3TOro HY>XHO NepPenTM Ha rMaBHY BKNagKy M paccTaBuUTb OObEKTbI YPOBHEMEPOB B
COOTBETCTBUM C 3annaHMpOBaHHOW KOHdurypauven. [Ona nepemeweHns obbekTa
HeobXo4MMO HaXaTb Ha HeM feBOM KHOMKOWM MbIN W yOepXuBasi KHOMKY HaXKaTou

nepemMectnTb 00beKkT B HYXHOE€ MeCTO:




W "COBAnavizep. Bepcvs 1.1 build 140513. HB® UxTennekt"

| V— D y

Owmndka!

o=
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Owunbka!

X

nocrie Toro Kkak OObekTbl paccTtaBli€Hbl HeobxoauMO 3agaTb MMSA AN Kaxaoro obbekTa

KIMMWKHYB [OBa pasa NEeBON KHOMKOW MbILWK Ha Mofie C UMEHEM, npn 3TOM MNOABUTCA OKHO

BBOAA MMEHUN N MOXXHO BBECTU XKeJlaeMoe UMA.

MN3MmeHeHWe Ha3BaHuA

N HaXaTb KHOMMKY «OK», panee HYXXHO NOBTOPUTb OEeNCTBUSA ANs OCTanbHbIX 00BbEKTOB.

Mocne BBOAA MMEH HY>XHO HAacTPOUTb YPOBHU W1 YCIOBKS NPOUIPbIBAHUS 3BYKOBOMO

darina ana kaxgoro ob6bekTa, AN 3TOr0 HYXXHO KINMKHYTb OAMH pa3 NpaBoWi KHOMKOW

MbILLK Ha OObeKTE, npn 3TOM NMOABUTCA OKHO C HaCTpOVIKaMVIZ
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PeakTMpoBaHue HacTPOEK ypOBHEMEDA

2250 =

2200

1000

00

He npourpoisath

«BbicoTa 604Ku» — BbicOTa 604kM B MUnnmMMeTpax. 30ecb YKa3blBA€TCA MaKCMMallibHaA

BbiCOTa OOYKMU.

«YPOBHVI» - 30eCb 3a4alTCA 3Ha4YeHUA YPOBHA XUOKOCTU, MPU KOTOPbLIX MNpouncxoaunT

N3MeHeHne LBeTa oTobpa)kaemMoro ypoBHsi:

«Hopma» - ypoBeHb B MWUMMeTpax, Npu KOTOPOM YPOBEHb XMOKOCTM OoTobpaxkaeTcs
3efieHbIM LIBETOM, U3MEHEHME YPOBHSI Ha 1 MWUNIMMETP BBEpPX MPUBOAUT K U3MEHEHUIO

LuBeTa YPOBHA XKNOKOCTU Ha KpaCHbIﬁ;

«lMpenynpeantencHbli» - YypoOBEHb B MWUNIMMETPAXx, MpU KOTOPOM YPOBEHb >KUOKOCTU
oToOpaxaeTcs XenTbiM LBETOM, BCE, YTO BbllIEe 3TOr0 YypoBHSA OyaeT oTobpakaTbCs

3eJ1eHbIM LUBETOM, BCE YTO HWXXE — XKEJTTbIM;

«KpuTnyeckmiiy - ypoBeHb B MUINMMETPaxX, MPU KOTOPOM YPOBEHb XWOKOCTU CHOBa

oTobpaxkaeTcs KpaCHbIM LIBETOM.

«lMpourpbiBaHue channa» - 34ecb 3a4al0TCA YPOBHU B MUNNUMETPaX, NpU KOTOPbIX
OyneT npovrpbiBaTbCs 3BYKOBOMW dhann:

«Bblcoknny - ypoBeHb XNOKOCTU B MUNNIMMETPAXx, Npu NPeBbILEHNN KOTOPOro HayHeTCs
npourpbiBaHne 3BYKOBOro (pansia, npu MOHMXEHUN YPOBHA npourpbiBaHne danna
npekpaTuTCcs;

«HW3kn» - ypoBEHb XMAKOCTM B MUAMMETPaXx, NPU NOHMXKEHUM OO0 KOTOPOro HayHeTcs
npourpbiBaHne 3BYKOBOro (panra, rnpu MOBbILWEHUN YPOBHA MpourpbiBaHve danna
npekpaTuTCs;

«3BYyKOBOWM (panni» - BbIOOP 3BYKOBOro (pawnnia Ans npouvrpbiBaHus, annbl SOSMKHbI
HaxoAuTCcs B nanke sounds, KoTopas HaxoguTcsa B nanke sovalizer. ®annbl OMmKHbI ObiTb

B cbopmaTe wav 1 MOoryt UMeTb NMpon3BOJibHOE NMH;
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«[nutenbHOCTb (CeK)» - ANUTENBHOCTb MPOUrpbiBaHUS 3BYKOBOro danna. Hanpumep,
dann umeet gnutenbHocTb 10 cekyHa n Heobxoammo 4To 6bl OH NoBTOPUNCS 3 pasa, Ang
3TOr0 HY)XHO NOCTaBUTb ANNTENBbHOCTb NpourpbiBaHns 30 CEKyHA.
«lMaysa (MWH)» - BpeMSA B MUHyTax, Yepe3 KOTOpOoe NMOBTOPUTCA NpourpbiBaHve danna,
€CNnun [0 3TOro YPOBEHb XMUAKOCTM HE BEPHYICS K COCTOSIHMIO, KOTOpPOe BObIno 40 3anycka
npourpbiBaHnA anna.

lMocne BBegeHMst BCeX [AaHHbIX HEOOXoOMMO HaxaTb KHOMKy «CoxpaHuTb» U
NOBTOPUTb AENCTBUS ANS ocTarnbHbIX 06BHEKTOB.

lMocne HacTpovku ypoBHEW, ecnn HeobxoguMma oOTnpaBka [AaHHbIX Ha cepBep
TenemMeTpun, To ANs KaXKAoro o6bekTa HY>XXHO HAaCTPOUTbL NapamMeTpbl nepefadn OaHHbIX,
AN 9TOr0 HYXXHO yaepXuBasd Ha KnasumaType krnasuuwy shift KNMKHyTb NeBOW KHOMKOW

MbILIK Ha OObeKTE, Npn 3TOM MNMOABUTCA OKHO HAaCTpOeEK OTrnpaBKn JaHHbLIX Ha CepBep.

Penammposanwe cepBMCa KOMIMOHEHTa

MNepenus KpacHbiit
YpoBeHb HOPManbHbINA 3eneHbiin
YpoBeHb cpeaHui HKenTtbiin

YpoBeHb MUHMMaNbHBLIA KpacHbii

«OTtnpaBnate B Nagios» - u4ekbokc, oTBevawowmni OyayT nu gaHHble 3TOro obbekTa
OTNPaBNATLCS Ha CepBep TenemMeTpuu;

«HasBaHue cepBuca» - 30eCb HYXXHO BNUCaTb UMS, Takoe Xe, Kak 3agaHo nNpu co3fgaHum
obbekTa Ha cepBepe TenemeTpuu;

«OTnpaBnATb TOMbKO MpPU U3MEHEeHUn» - 4YekDOKC, oTBevarowmi OyayT nu AaHHble

o0bekTa oTChINaTbCA Ha cepBep npu Kaxkaon oTnpaBKe AAaHHbIX UMK TOJIbKO eClin JaHHble
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N3MEHATCA (B AJaHHOM cCny4ae wumMeeTcA BBUOY W3MEHEeHUEe COCTOAHUA, Hanpumep C

«HOpMa» Ha «nepenuve» 1 T.4.)

[anee BBogATCca coobuieHusi, koTopble OyayT nepedaBaTbCs Ha cepBep Mpu
N3MEHEHNN COCTOAHNA OObEKTA, a TakK XXe B BbiNagatoLLeM CMMCKE MOXHO BblbpaTb LBET,
KOTOpbIN OTBEYaeT 3TOMY COCTOSIHUIO, BCEro [OOCTYNHO 4 uBeTa: Cepbl, 3efeHbln,
XenTbl, KpacHbin. CoobLleHna pekoMeHOYyeTCa nucaTb KUpUNMuen, a Tak xe Mo
BO3MOXHOCTM OHW [OOMKHblI OblTb MakCMManbHO KOPOTKMMMW, HO B TOXE Bpems

NHPOPMATUBHBIMU:

Cepbiit

Mepenvs KpacHbin

YpoBEeHb HOPMaNbHLINA SeneHbiit
YpoBeHb CpeaHI KenToii

YpoBEeHb MUHMManbHbLINA KpacHbii

lMocne BBOAA BCEX AaHHbIX HEOOXOANMO HaxaTb KHOMKY « COXpaHUTb» N NepemnTu K
BBOAY AaHHbIX Ha OCTaBLUMXCA OO beKTax.

YpOBEHb XMAKOCTU B MWUNMMMETPax MOKasaH Ha 3efeHOM nosfe, a nog HUM Ha
XKenToM nokasaH ypoBeHb NnogTtoBapHou BoAdbl. CnpaBa nokasaHa TeMmnepartypa XnakocTu.

O6beM B KyGUYECKNX MeTpax ykasaH NoBepx YPOBHS B LIeHTpe 6oYKM:
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Mpn HaBegeHwn ykaszaTensa Mblwn Ha nwbylo n3 6oyek noKasbiBaeTCs
BCMNbiBalOWasa noAckaska, B KOTOPOW MOKa3aH TeKyWMA YPOBEHb >KUOKOCTM B

MUNNMMeETpPax, a Tak >xe YpoBeHb HO,D,TOBapHOVI BOAbl:

Yposenb: 0 mm
¥poeeHb nogroeapHoi soget: O mMm[E

lMocne BBOOAA MMEH, HACTPOMKM OTOBPaXXeHNA YPOBHEW U YCNOBUIN MPOUrpbiBaHUS
dannos, a Tak e napamMeTpoB nepedayu OaHHbIX Ha cepBep HeobxoaMmo Ha BKMagke
«CepBuC» HaxaTb KHOMKY «CoxpaHuTb» W nepes3anycTuTb MporpamMmmy Mocrne 3Toro

HacTpownKy ypoBHeMmepoB YYC-01 MOXHO cunTaTb 3aKOHYEHHOM.

5.4 HACTPOWKA NMJIK COJA.
Tak xe kak u gnsa ypoBHemepoB YYC-01 Hactpouky MK COJIA Heobxogmmo

HayaTb C Bblbopa B HacTpowmkax agpeca [MJIK COIJIA, koTopbin GyaeT onpawmBaTbes
nporpammon B npouecce paboTtbl. [na 3TOro HyXHO nepenasa Ha Bknagky «CepBuc»
BBECTU Naposlb M B OTKPLIBLUEMCHA OKHE C HacTpoMkamu Bo3ne Hagnucu «CkaHMpoBaTb

MJIK COJIA c agpecamny» ycTaHOBUTb YekbOKC Ha agpece 1:

YcTpoiicTea

Ckanuposatb JIK COJIA ¢ agpecamu

ARy et MTMON
iDOB4dTb YD Mepbl Vi IMQ00

nocne 3TOro Hy)XHO HaxaTb KHOMKy «CoxpaHuTb» U nepesanyctuTb nporpaMmmy. 'nmaBHoe

OKHO npunMmeT CJ'IG,EI,yIOLIJ,VIVI BUAO:
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w "COBAnawsep. Bepcusa 1.1 build 140513. HB® Uxtennexr”

8 rrns D : )

Tenepb HYXXHO paspelnTb nepemelleHne oOBLEKTOB, Kak 3TO OblIo caenaHo npu
HacTponkax ypoBHemepoB YYC-01, aanee, HaBoAs ykasaTtesb MbllK Ha 0ObEeKTbI N YnTas
BCM/bIBAKOLWY MOACKAa3Ky HeobxooumMo nepemMecTuTb OT OCTallbHbIX B CTOPOHY
cnegyrowme obbekTbl,: AHanozoebili damyuk Ne1,Ne2;[Mapamempuyekuli OGamyuk

Ne1,Ne2,Ne3,Ne4; Boixod Ne1;Tun numaHusi; Temnepamypa:
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Mepemewyaromcs 06bekmbl MaK yce KaK onucaHo npu Hacmpolike yposHemepos YYC-01.

[anee, Bce Hencnonb3yemble 06BHEKTbI HEODXOANMO NEPEMECTUTL B MPaByLo YacTb

3KpaHa, rnocrie nepeHoca, HaXxnmad Ha Ka>KaoM HEUCMNOJIb3yeMOM ob6bekTe NeBon KHOMKOM

MbILUN U yaep>XXnBad KHOMKY ctrl Ha KnaBuaType CKpbITb BCE HEUCMOJIb3yEMble 00ObeKThI:

Mocne atoro Bce ocTaBlMecss OOBLEKTbI HYXXHO pacCTaBUTb B COOTBETCTBUMN C

nnaHoMm:

% "COBAnavizep. Bepcus 1.1 build 140513. HB® UHTennekt"

“ nasxas D o
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panee HeobxooMMO HaAcTpouTb OTobOpaxeHne un3obpaxeHun Ona OObekToB B
COOTBETCTBUM C MMIaHOM, ANs 3TO HaXMMasi NPaBOM KHOMKOW MbILLM HA HY>XHOM obbekTe

HeobXxoaMMO 13 BbiNagaroLero cnmcka Bbl6paTb HYXXHO€E M306pa>|<eHV|e:

% "COBAna#sep. Bepcus 1.1 build 140513. HB® Untennekt"

w nasnan D enedoHs

Her aaHHbIx

MpeaynpeayrensHeiii

M3o0b6paxeHns HaxogsaTcs B nanke images/events, KoTopasi HaxoguTca B narke

sovalizer. 306paxxeHusa xpaHaTcs B popmate png, pasamepom 80 Ha 75 nukcenen. NMocne
Bbl6opa n3obpaXkeHnn rmaBHOE OKHO NpuobpeTeT cneayoLwmnn Bua;

% "COBAnavizep. Bepcua 1.1 build 140513. HBO Untennekr”
b b o]
S rnasnan " )
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[anee ecnu HeobxoguMO NO aHanorMm C HacTpowkon ypoBHemepoB YYC-01

HaCTpoOuUTb Nepeaadvy AaHHbIX Ha CepBep TefieMeTpun.

lMocne aToro Hy>XHO nNepenTn Ha BkNagky «CepBuUC» U HaxaTb KHOMKY « CoxpaHUTb»
U nepesanyctuTb nporpammy, Ha 3Ttom Hactponky MK COJIA MOXHO cuuTaTb

3aKOHYEHHOMN.

5.5 HACTPOWKA NOAONUCEN K OB bEKTAM.
[na cospgaHna noanucert K obbekTaM HeobxoOuMO HaxoddAcb Ha BKNagke

«CepBuc» B HacTpomnkax BblbpaTb HeO6X0AMMOE KONMMYECTBO METOK U pasmep wpudrTa,
nocrne 4ero HaxaTb KHOMKy «CoxpaHuTb» W nepesanyctuTb nporpammy. [locne

nepesanycka rinaBHoe OKHO 6y,u,eT BblMMAAeTb cneayrwmnm o6pa30M:

% "COBAnavizep. Bepcumsa 1.1 build 140513. HB® UxTennext”

|V — D ;

[anee, pa3pelumB B HACTpoMkax nepemelieHme oObekToB, NepenBuHyTb METKU K
HY>XHbIM OObeKkTam M Mnocne 3Toro ABOMHbLIM KIMKOM NIEBOM KHOMKU MbILW Bbl3BaTb OKHO

penakTmpoBaHNA TEKCTAa METKA:

“‘ nasxan

W3meHeHve Ha3BaHWA MeT... X

AR [Crecn

Owmnbdka!

N )
| o




CoBanansep HBPI1.420560.002 P ctp.19

Mocne pegakTnpoBaHMsa BCEX METOK, FMaBHOE OKHO ByaeT nmeTb criefyowmi Bua;:
% "COBAnanzep. Bepcus 1.1 build 140513. HBO® UnTteanext”

B rnasman

b

Owmoka! i
® I

5 BKINAOKA «TEIIE®OHbI»

Ha aton Bknagke otobpaxatotcs PO, Homepa TenedoHOB U AOIMKHOCTM NoaeN,
KOTOpble AOMKHbI ObITb OMOBELLEHbI B Cryyae 3anycka CUCTEMbl OMOBELLEHMS, 3TU XKe

HoMepa TenedOoHOB AOMKHbI ObiTb 3anucaHbl npu koHdgurypuposaHum MK COJA:

% "COBAnavizep. Bepcvs 1.1 build 140513. HBO® UxTteanexkt”

W . 2y

Homep tenedona HomKHoCTb

na nameHeHna HYXXHOIro nongd Heob6xoaumo KITMKHYTb NO HEMY OAUH pas nesou

KHOMKOM MbILLMN, npn 3TOM NOABUTCA OKHO U3MEHEHUA NMonA:
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¢

OomxHocTb

Usmererve 3HaueHua nona X

B KOTOpPO€E HY>XHO BBECTU HeobXxoauMble JaHHbIE:

L -

LomKHOCTb

N HaxaTb KHOMKY « OK»:

% "COBAnarsep. Bepcva 1.1 build 140513. HB® WHtennext”

D Tenedonsl ﬂ? Ceps

HOMe TEJ'IeOHa JomxHocTb

Beoa HeO6XOLI,I/IMOl7| VIHCbOpMaLI.I/II/I B OCTalibHble MNOoNnA BBOOAUTCA TaK Xe KakK

OMNMncaHo BbILLE.

6 BKNAOKA «BPAY3EP»
Bknagka npefgcrasnsier cobon Beb-bpaysep Ha ocHose Internet Explorer,

BXOASLLEro B CTaHAApPTHYIO NOCTaBKy onepaunoHHon cuctemol Windows. [ins npocMmoTtpa
Kakon-nmbo Be6-CTpaHuubl, JOCTAaTOMHO BBECTM HYXHbIM agpec B afgpeCcHOW CTPOKE U

HaXkaTb KHOMKY « OBHOBUTLY.




% "COBAnaiizep. Bepcus 1.1 build 140513. HB® UnTennekt"

% "COBAna#izep. Bepcusa 1.1 build 140513. HB® Untennekt"

7 BKINAOKA «CEPBUC»
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Bpaysep

Ha aton Bknagke nonb3oBaTenb MOXeT BblopaTb Heobxogmmbin COM-nopT, npu

nomMoLln, KOTOpPOro rnporpaMma nojiydaeTt AaHHble OT Pa3finYHbIX yCTpOVICTB. Tak xe

MOXHO HaCTpOuUTb aBTOMAaTU4YeCKOE OTKPbITUE NnopTa npwn 3anycke nporpamMmmbl. D,J'IFI 3TOro

HeobXxoaMMO YCTaHOBUTL YEKGOKC 0KOmo Hagnmen « OTKpbIBaThb NMpu 3anyckey:

Hactponku nopta

COM nopt (o]l v OTkpbiTs | %/ OTKpbIBaTh NpM 3anycke




CoBanansep HB®PI1.420560.002 P c1p.22

CnenyeT 3aMeTUTb, YTO aBTOMaTUYECKOE OTKPbITME MopTa paboTaeT ToNbKO Ans
COM nopta Nel, nosToMy nonb3oBaTernb [OOMKEH W3MEHUTb B HacTpoMKax

onepauMoHHON CUCTEMbI HOMep NopTa Ha 1 Ansa NpaBuIbHON PaboTbl 3TOWM YHKLNN.

% "COBAnavizep. Bepcvs 1.1 build 140513. HBO UxTtennekt"

Hactpoiiku nopta

COM1 v OTKDbITb OTKpbiBaTh NpY 3anycke

Mocne BbiGopa HykHoro COM nopTa 13 BbinagatoLwero cnucka:

HacTponku nopta

“OM nopT [ele] k! ¥ [ OmpbiTh OTKpbIBaTbh NPY 3anycKe

COM1

crneagyeTt HaXaTb KHOMKY «OTKprTb», npu 3TOM BblMagatoLmnm CMCOK CTaHET HeaKTUBHbIM,

a KHOmMkKa «OTKprTb» M3MEeHNTCA Ha «3aKprTb»

Hacrpoiku nopta

~OM nopt [Qe 0 " 3akpums | OTKpbIBaTh NpM 3anycke

Mocrne aToro nporpaMma HayHeT nony4yaTb AaHHble OT YCTPOMCTB, agpeca KOTopbIX 6binn

BblGpaHbl Npy HAcTpoKKax, 0 Yem ByaeT 3anMcb B OCHOBHOM fiore:

% "COBAnavizep. Bepcus 1.1 build 140513. HB® UHTeanekt”

D,
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Tak ke Ha BKnagke CepBUC MOXHO MONy4YUTb AOCTYN K HaCTpOIZKaM, BBeOA naposib

B chopMy Ans BBOAA NapoOss:

Beegute naponb

‘ Otobpaxatb naponb

. OK

Mpn nepBoM 3anycke nporpammbl, Mapofib OTCYTCTBYET, MO3TOMY BBEAEHHbIN

nonb3oBaTenieM naponb OyaeH CoxpaHeH B WnNgpoBaHHOM BuAe B danne settings.ini n

OyneT ucnonb3oBaTbCA MpU  MOCMeAyWwmnx 3anyckax nporpammbl. [Ons nM3aMeHeHus

naponsi, HeobxoaMMO BBECTM CTapblii Mapofb U 3aTeM B HacCTpoMKax HaxaTb KHOMKY

«M3mennTb naponb». Maponb AOMXKEH COCTOATb UCKNIOYUTENbHO U3 LUUdpP U ObITb

ANIUHOWN He MeHbwe 5 undp. Ecnv HeobxoaMmo BUAETb BBOAUMbIE LUMPLI, TO HYXKHO

YyCTaHOBUTb 4ekbokc okono Hagnucm «OTtobpaxaTb naponb». Ecnu npu BBOoAe 6Gbina

gonylleHa owmnbka, TO OYMCTUTL None Ans BeBoAa naposjid MOXXHO HaXXaTueM KHOIMKA «*»

unn «#». lNocne BBoga napona u Haxatna kHonku «OK» Bknagka cepBuc npumert

cnefyowmnn sna;
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% "COBAnawsep. Bepcus 1.1 build 140513. HB® UHtennekt”

" e ﬂr Cepsnc

Hactpoiiku nopta

a8 COM1 v O b OTKpbiBaTh NpY 3anycke

Ycrpoiictea Nagios

OmmpaensT AaHHble B Nagios

60 =

10 =
Oniorep

Wcnonb3osath dntorep Anpec 10 *| OTobpaxaTb OKHO KOMaHAHOM CTPOKK

O6beKTbi Ha rNaBHOM
3anucbiBaTh faHHble daitn = A eue
PazpelwmTb nepemelienne
) 5 - * | [TepeMellieHne C CEeTKOW

OtobpaxaTb NaHenb cocTosHua ceszu ¢ MNJIK COMA MokasbiBaTb CKpbITble

506 8 | 3anyckaTb Ha 3040506 S CKpbITb BKIaaKy "
5060708 | OTMEHSATb Ha 30405060708 CkpbiTb BKNAAKY '
CkpbiTb BKnaaky "Cnpaska"
[lelicTBye npu HAKaTMM KHOMKK CTapT/cTon CkpbiTb BKIaaKy "Jlor"
10203040506
102030405060708

Onoselyenne PasHoe

4
304

OKHa Nnpu 3anycke
® Ha Becb 3KpaH
ObbiuHoe
BoccTaHoBUTL NpeabiayLinii pasmep

OtobpaxkaTb KHONKY OMOBEeL|eHUs

OtobpaxaTb NaHenb OnoBeLieHnst

CKDbIE(aTb HOMep AWCN.LUeHTPa Ha NaHenun
lMoBepx Bcex OKOH

3anyckatb BMecTe ¢ Windows

MNoppo6Hoe onncaHme HacTPOeK HaxoauTca B pasgene 10.

Tak xe Ha Bknagke «CepBUC» MOXHO M3MEHWUTb BU3yarbHbIN CTUMb NPOrpaMMbl
(CKMH), ANst 3TOr0 HYXXHO BbIOPaTb MOHPaBMBLUMIACS U3 BbiNadatoLLero crnvcka, KoTopbii

HaxoguTcAa cripaBa B yriny, nog 4acamum 1 naTon:

8 BKINAOKA «CIPABKA»
Bknagka, Ha koTopon oToGpaxaetrca uHdopMauuss o dupme W3roToBUTENE.

NHbopmaums xpaHntca B dhanne about.ini n npyu HEOBXOOUMOCTU MOXET BbITb M3MEHEHA

npun noMoLimn noboro TeKCToOBOro penaKkTopa.
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—

=

L .r Cnpaska
[

HayuHo-npoussoacTeeHHasa pupMa "VHTennekt"

9 BKNAOKA «J10IM»

Bknagka, Ha KoTopon oTobpaxaeTtcsa XypHan cobbiTui. Bcero otobpaxaetca Tpu
pa3nnyHbIX XXypHana, KoTopble MOryT ObiTb BblOpaHbl NPy NOMOLLM BbiNagatoLwero Cnmcka,

HaxogdLleroca cnpaBa OT OKHa, B KOTOPOM 0T06pa>KaeTc;| XypHar:

% "COBAnaisep. Bepcua 1.1 build 140513. HB® Uxtennekt”

- D .

- OcHOBHOM nor — XypHan, B KOTOPOM OToOpaxatTcsi cobbITUS, Takme Kak 3amnyck

nporpaMmmbl, OTKPbITUE/3aKpbITUE NOPTa, 3anyCcK ONOBELLEHUS!, OTNPaBka OaHHbIX Ha
cepBep, a TakK e pasnuyHble owmnbkn npu padote nporpammbl. OH coxpaHseTcsa B
nanke sovalizer, umeet nms log.txt 1 moxeT OblTb NPOCMOTPEH NOOBLIM TEKCTOBbIM
penakTopom.

- lor cnemBoB 3a TeKkywme CYTKM — >XypHarn, B KOTOPOM oOTobGpaalTca AaHHble
obmeHa mexay nporpammon u MJIK «COJIA». XKypHan nuweTcs B TEKCTOBLIN dhann
uga OOAMMITTT txt, roe 04 —peHb, MM — mecsau, 'TTT — rog n coxpaHaeTca B
nanke slave_log, koTopas pacnonioXxeHa B narnke C YCTaHOBIIEHHbIM MPOrpamMMon.
Tak e kak n gpann log.txt aToT chann moxeT 6bITb NPOCMOTPEH NMPK NOMOoLM Ntboro

TEKCTOBOIO peaakropa.

- TNor dontorepa 3a TekyLMe CYTKM — XKypHan paboTbl dortorepa, npu ycrioBuu, 4To B




CoBanansep HB®PI1.420560.002 P ctp.26

HaCTpoOMKax ycTaHoBNEeH 4ekbokc — «Mcnonb3oBaTtb ¢norep». XKypHan nuweTtcs
Takum >xe 06pasoM Kak U XXypHan CnemsBoB, TONbKO Haxoautca B nanke fluger_log,

KOTOpad pacnoJsjioXeHa B narke y yCtaHOBJIEHHbIM I'IpOFpaMMOIZ.

10 OINUCAHUE HACTPOEK

B aTom pasgene onncaHbl OCHOBHbIE HACTPOWKN NPOrpamMMbl, BO3MOXHOCTb MEHSTb
KOTOpble MOSIBNSIETCS nocrne BBoda napons Ha Bknagke «CepBucy. lNMocne mameHeHwus
HacTpoeKk HeobXoaMMO HaxkaTb KHOMKy «CoxpaHuTb» Mpu 3TOM MOSIBUTCSA OKHO C
npegynpexaawLwen Haanucblo, Npo TO, YTO HACTPOWMKM BCTYNAT B CUNY TONbKO rocre
nepesanycka nporpammbl. Nocne Haxatus kHomkn «OK» HeobxoamMmo nepesanyctuTb
nporpammy:

HacTtpoiiku nopta

“OM nopt [eel k1 v OTKDbITL OTKpbIBaTL NPY 3anycKe

Ycrpoiictea Nagios
OrmnpasnsTts AaHHbie B Nagios

Ontorep
Wcnonb3oBath hniorep 0 #| OTobpaXaTb OKHO KOMaHAHOM CTPOKK

O6beKTbl Ha rnaBHoOM

3anucbiBaTh JaHHbie daitn T

5 - Sovalizer X e ¢ ceTKoi

#| OTobpaXkaTb NaHenb COCTOSHUA CBS3U v EHWS BCTYNSAT B C¥ - e BOrpaMME CKpbITbie

QnoaemeHne anky "
1 3aMycKe H 30405060708
102030405060708 304 CKpbiTb BKNAAKY "
CKpbITb BK1af,
[leiicTBME NPW HAXXAaTUK KHONKK CTapT/cTon " B -, -
3 102030405060708 : .
5

= = Pa3mep okHa npw 3anycke MeTtku
6L /U8

®: Ha Becb 3KpaH
* OtobpaxaTb KHOMKY ONOBELLEHNS ObbiyHoe :
*| OTobpaxaTb NaHenb ONOBELLEHNs BocCTaHOBUTb NpeabiayLlmii pasmep

CkpblBaTb HOMEP AUCN.LIeHTPa Ha NaHenu [oBepx BCeX OKOH

3anyckatb Bmecte ¢ Windows

Ecnn HeobGXxoaMMO BbIATU M3 peXmma HaACTPOEK, TO HYXHO HaxaTb KHOMKY
«brnokupoBaTtby», Npu 3TOM BKMagka CepBuUC NpPUMET BWA, Takon Kak Obin nepea BBOAOM
napons.

[Ona n3ameHeHus napons HyXHO HaxaTb KHOMKY «/3MeHuTb naponb» npu 3TOM
nosisuTcs popma Ans BBOAA MApOfsd, HY)XHO BBECTM HOBbIN MapoSib U HaxaTb KHOMKY
«OK» npu aToM HOBbIN Naponb By4eT COXpaHeH U MOXHO ByaeT BOMTM B HACTPOWMKKM yxe C

HOBbIM Maposiem.
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HaCTp0|7||<a nporpamMmmbl BegeTtcd B OCHOBHOM NyTeéM YCTaAHOBKM UMM CHATUA Tak
Ha3blBaeMbIX 4EKOOKCOB, npumMmep yCTtaHOBJIEHHOIO N CHATOIO yekboKkca MOXHO yBUOETb

Ha PUCYHKe:

O6beKTbl Ha rNaBHOM

PazpelunTb nepemetijeHue

% | [TepemellieHne C CeTKOM
NMoKaz3biBaTh CKpbITbie

Bosne Hagnucu <<I'Iepemeu.|eHV|e C CeTKON» 4Yekbokec YCTaHOBJ1€H, BO3J1€ OCTaJIbHbIX

HaanMcemn CHAT.

- «YcTpoucTtBa» - Npu MNOMOLWM YCTAHOBKM 4YeKOOKCOB MOXHO BbliOpaTb Kakue
yCTPOMCTBA NporpaMmMma [OoJSbKHA onpalunBaTh A7 NONyYeHUs AaHHbIX. B Tekywen

BepCun nogaepxKnMBaroTcAd crnegyrLimne yCTp0I7ICTBaZ

MJIK COJA; YposHemepbl MTM900; YpoHemepbl YYC; dntorep COJA:

®Oniorep
Wcnonb3oBaTth dnorep

3anucbiBaTh AaHHble hain

ICTOTa onpoca (cek) 5 =

Otobpaxatb naHenb cocrosHus cessu ¢ [JIK COJA

[MyTem yCTaHOBKM HY>XHbIX YEKOOKCOB, MOXHO BblIOpaTb, C KAKUMU agpecamMn HY>XKHO
CKaHMpoBaTb YCTPOWCTBA, a TaK Xe 3afaTb YacToTy onpoca (pekoMeHayemoe 3HayeHune 5
cekyHn). [Ana dpniorepa Tak e 3agaroTcsa HacTporku agpeca (no ymonyanuto 10), 3anmcu
3HayeHuMn B dpann, KOTOPbIN MOXHO MOCMOTpeTb Ha Bknagke «Jlor», BblbpaB «Jlor
dorirorepa 3a Tekywue CyTKM» W WHTepBana onpefeneHnsa cpefHux 3HadeHun. Ecnu
yCTaHOBUTb 4ekbokc «OTobpaxaTb naHenb COCTOSHUA CBS3M», TO MOCIE COXPaHEeHUst
HaCcTpoeK M mepesanycka NporpamMmbl Ha MaBHOW CTpaHWLE MOSBUTCS MaHenb, KoTopas

OyneTt nokasbiBaTb cocTtosiHue cBasn ¢ MK COJA.

- «OnoBeweHne» - 30eCb MOXHO HacTpOUTb anropuTMbl — 3anycka/ocTaHoBa
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onoBeLlleHnd, a Tak Xe CKprTb/I'IOKBSaTb ANneMeHTbl, 0TBeYaroLlne 3a onoBeLleHne:

OnogelleHue

[leiicTBME NPU HIKATUN KHOMKKU CTapT/cron
102030405060 708
1020304050607 018

% OTOOp@KATH KHONKY OMOBeLeHns
% OTtobpaxaTb NaHenb OMNoBeLieHNns
CKpbiBaTb HOMEP AWCI.LEHTPa Ha NaHenn

«OTOGpakaTb  KHOMKY OMOBELUEHWsS» MO3BONSET  CKPbITb/MOKa3aTb  KHOMKY
CTAPT/CTOIT Ha rnaBHOWM CTaHULIE:

% "COBAnawsep. Bepcus 1.1 build 140513. HB® UHTeanexkt”

“ Inasxas D T

«OTobpakaTb NaHenb OMOBELEHMsI» - MO3BONSAET CKpbITb/MOKa3aTb NaHEenNb
OMoBeLLEHMs, B KOTOPOW nokasbiBaetcss goctaBka CMC/0o3BOH K nivuam, onoBeLLaeMbiM

npu YpesBbl4anHOM CUTyaLun:
% "COBAnawsep. Bepcua 1.1 build 140513. HB® UnTteanekt”

“. nasxan

Tak e Ha naHenn MOXHO 3aJaTb COKpalleHHble AOMMKHOCTM OrnoBellaeMbIX NuL,
ANs 3TOro npv BBeAeHHOM mnapore Ha Bkrnagke «CepBuc» Heobxogumo oauH pas
KNMUKHYTb NEeBOW KHOMKOW MbILLX Ha nore, npu 3TOM MOSIBUTCA OKHO, B KOTOPOM MOXHO

BBECTU XeNnaeMbl TEKCT:

“, Tnasuas Tenedor “ Inasxas

MameHeHue 3Hauerus nona X
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nocne J3TOro Hago HaXaTb KHOMKY «OK» n BBEOEHHbLIN TEKCT MOSIBUTCA Ha NaHenu
onoBeLlwleHunsA:

avzep. Bepcvs

” fnasHan

AuvpexkTop

((CKprBaTb HOMeEpP Auncn. ueHTpa Ha naHenm» - No3BoNnAeT CKPbITb MOKa3aTb HOMep

ancnet4yepcKkoro LeHTpa Ha naHesnn ornoBeLleHnA.

Mpn nomowm ycTaHOBKM 4YekBoKcoB Ha HyxHbix agpecax [MJIK «COJIA» MOXHO

HaCTpOUTb arropumuTtm SaI'IyCKa/OTMeHbI onoBeLlleHnd:

[pu 3anycke Ha 2030405060708 | 3anyckaTb Ha

[Mpy oTMeHe Ha 2030405060708 | OtMeHATH Ha

BepxHsaga ctpoka «[lpu 3anycke Ha...3anyckaTb Ha...» O3Ha4aeT, YTo Npu 3anycke
onoBeweHns Ha agpecax [MJIK COJIA, BbiGpaHHbIX Npu MOMOLWM YEKOOKCOB B J1IEBOW
nonosuHe 6yaet 3anyckaTbca onoseuweHne Ha [MJIK COJIA ¢ agpecamu, BbiGpaHHbIMK
yekbokcammn B NpaBov MONOBUHE. Toxe caMoe B HUMXXHEWN CTPOKE, C TOM NULLb pasHULEN,

YTO 34eCb ornoseLlieHne 6yneT OTMEHATLCA. Hanpl/lmep, cnegywuie yCTaHOBKU:

[Ipyn 3anycKke Ha =1 02

Ilpu oTMeHe Ha (11 12 3

O3HayvalT, YTo npu 3anycke onoseweHus Ha [JIK COJIA ¢ agpecom 1 onoselleHune
3anyctutca u Ha K COJIA ¢ agpecom 3, npu otmeHe onoselleHns Ha 1K COJA c
agpecom 3 npousonget otmeHa onoeleHus u Ha MNJIK COJA c agpecom 1.

Tak e 34ecb MOXHO HacTpouTb aeuncteue kHonku CTAPT/CTOIN, koTtopas

pacronoxeHa Ha rmaBHOW CTpaHuue:

[lefiCTBIE NPU HAKATMM KHOMKKU CTapT/cTon
Sanyckath 010203040506 0708

OTMeHATE 1020304050607 08

Mpn ycTaHoBKe 4YEKOOKCOB Ha HYXHbIX agpecax, kHomnka CTAPT/CTOI 6yget
3anyckatb/oTMeHATb onoseleHne Ha MJIK COJIA ¢ cooTBeTCTBYOLWMMN agpecamu.
- «Nagios» - 340ecb MOXHO HaACTpOMTb MapamMeTpbl OTNPaBKM OaHHbIX Ha cepBep

TeNnemeTpum:
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Nagios

OmnpaenAaTe AaHHble B Nagios

% OTobpaXaTb OKHO KOMaHAHOW CTPOKM

[Ona oTtnpaBkM [AaHHbIX HeobXo4MMO YCTaHOBUTb 4YeKOOKC BO3ne Hagnucu
«OTnpaBnATe AaHHble B Nagios», BBECTM MMS XOCTa B nonie «XOCT», a TaK Xe 3agaTb
WHTEepBan oTnpaBku AaHHbIX. Yekbokc «OTobpakaTb OKHO KOMaHAHOW CTPOKM» NO3BONsAET
BbIBECTM OKHO KOMaHAHOW CTPOKW AN OTMagku OTMpaBKM U ANs HopMarbHOW paboThbl
nporpamMmmbl JOMKEH OblTb HEAKTUBEH.

- «O6beKTbl Ha TrnaBHOW» - MO3BOMSIET pa3pelnTb/3anpeTuTb OEeUCTBUSA C

oObeKkTamMu Ha rnaBHOM CcTpaHuue:

O6beKTbl Ha rNAaBHOM

Pa3zpelunTb nepemetijeHue

% [TepemellieHne C CeTKOM
MoKa3biBaTh CKPbITbie

«PaspewnTtb nepemelleHMe» - MO3BOMSIET paspelinTb/3anpeTuTb  BO3MOXHOCTb

nepemeLLeHnss 00 bEKTOB Ha rMaBHOW CTpaHULE;
«lMepemeweHne ¢ CcCeTKOW» - MNO3BONSAET paspelmnTb/3anpeTuTb BO3MOXHOCTb
nepemeLLeHnss 06 bEKTOB Ha MMaBHOW CTPaHULE C NPUBSA3KON K KOOPAMHATHOWN CETKe;
«lMoka3biBaTb CKpbITbIe» - MO3BOMSET paspeLlnTb/3anpeTuTb OTOBpakeHWe CKPbITbIX
OOBHEKTOB Ha rMaBHOW CTpaHuLE.

- «Pa3Hoe» - 30eCb MOXHO HACTpPOUTb pasfnyHble OYHKLUMU, KOTOpble HEe BOLLMN B

npeablaywine pasgernbi:
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PasHoe
CkpbiTb BKnaaky "TenedoHbl”
Ckpbimb BKnaaky "bpayaep”
CkpbiTb BKagky "CnpaBka"
Ckpbimb BKnaagky "Jlor"

Pasmep OKkHa nNpu 3anycke
¢ Ha Becb 3KpaH
ObbiyHOE
BoccraHoBUTL NpeabiayLiinit pasMep

[loBepx BCex OKOH

3anyckatb Bmecte ¢ Windows

«CkpbITb BKnagky “"TenedoHbI”» - NMO3BOMNSAET CKPbITb AAHHYIO BKIaZKy Ha rnaBHOM
cTpaHuue;

«CKpbITb BKNnaaky “Bpay3ep”» - No3BOnseT CKpbITb AaHHYK BKNagKy Ha rfaBHOW
cTpaHuue;

«CKpbITb BKnagkKy “CnpaBka”» - MNO3BONSET CKPbiTb [aHHY BKNagKy Ha rfaBHOW
cTpaHuue;

«CKpbITb BKNagKy “Jlor”» - N03BoNsieT CKPbITb AaHHYI0 BKNAAKy Ha rMaBHOW CTPaHULE;
«lMepeknoyatb Ha rnaBHyK 4epe3 (CeK)...» - NO3BonseT 3agaTb MHTEpBasn, npu
KOTOPOM MPOUCXOOUT aBTOMaTUYECKOEe MEepPEeKIoYeHNe Ha rNaBHY CTpaHuuy, ecnu B
nporpamme OTKpbITa Nobasa gpyras Bknagka. Ecnun Ha Bknagke «Cepsuc» BBeAeH Naporb
N OTKPbLITO OKHO C HacTpoWMKaMu, TO aBTOMATUYECKOro MEPEKNYEeHUss Ha rMnaBHYH
CTpaHWULYy He NPOUCXOOMUT;

«Pasmep OKHa npu 3anycke» - MO3BONAET 3adaBaTb pas3mMep OKHa Mpu 3anycke
nporpaMmmbl;

«lMoBepx BCe OKOH» - NO3BONAET 3anpeTuTb/paspeLlnTb 3anyck NporpaMmmbl NOBEPX BCEX
OKOH OnepaumnmoHHON CUCTEMBI,

«3anyckatb BMecte ¢ Windows» - no3BONseT HacTpoUTb aBTOMATUYECKUMA 3anyck
nporpaMmmbl Npu ctapTe onepauuoHHON CUCTEMBI,

«MeTku» - nosBonseT pasMecTUTb Ha [NaBHOM CTpaHWUE TEeKCTOBble MEeTKW, AN
co3gaHus nognucen K obbekTam, pasMmellaTtb pasnuyHble HagnucK u T.M0. Tak e MOXHO
3agatb MX Konmn4yectBo (MakcumyM S0WT.) u pasmep wpudTa, BblibOop TUNa wpudTa B

TeKyLlel BEpPCUMU He NpedyCMOTPEH.
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11 AONONHUTENbHAA NHO®OPMALIUA

5.6 HACTPOWKA STUNNEL AN PABOTbI C MPOrPAMMOW COBAJTAU3EP
[ns npaBunbHON paboTbl Nepefayvn AaHHbIX HA cepBep TenemeTpun Heobxoammo

YCTAHOBUTb WU HACTPOUTb MporpamMmy Ans wndpoBaHua nepegaBaeMblx AaHHbIX stunnel,
KOoTopas HaxoguTca B nanke stunnel, pacnonoXeHHOW B Manke C nporpaMmon
COBAnausep.

e OnwucaHue nporpammbl stunnel.

Mporpamma stunnel npegHasHadeHa Ana  wudpoBaHnsa Tpaduka Mexay
NPOU3BOSbHBLIM MPUMOXEHMEM Ha KIMEHTCKOM KOMMbiOTEpe, KOoTopoe paboTaeT ¢
HEKOTOPbIM MPUIIOXEHMEM UM Cnykbonm Ha yganeHHOM KoOMMbkoTepe (cepsepe).
LLncppoBaHne genaetca mexay ABYMS 3K3eMnngpamun nporpammel stunnel (Ha cepsepe u
Ha KnueHTe) 6e3 HeobXoOMMOCTM BHOCUTb M3MEHEeHUst B paboTy KIMEHTCKOro unm
cepepHoro 0. Kpome wngpoBaHns, MOXHO HacTpouTb TpeboBaHMe ayTeHTUmKaumm

KnMeHTa no cepTudukaTy KnmeHTa.

B nepByto o4epeab HeobxogumMo NofyuuTb Yy agMuMHUCTpatopa cepsepa
cepTMdumKaT KNMeHTa n CKONMpoBaTh €ro B Manky Certs, pacnosioXXeHHY NO CrieayoLlemy
agpecy c:\sovalizer\stunnel\certs\ unu ncnonb3oBaTb TECTOBbLIN KoY testl.pem, KOTopbIN
nocTaBnsAeTca BMeCTe C MNpPOrpamMmMon WM pacrnonoXeH nNO BbllleyKka3aHHOMY agpecy.
Hanee, ecnn 6ygeT ucnonb3oBaTbCs cepTudMKaT, NOMNYYEHHbIM OT aaMUHUCTpaTopa
cepBepa, To HeobxoanmMo oTpedakTupoBaTb pann KoHpurypaumm stunnel, nameHmns amnn
c:\sovalizer\stunnel\stunnel.conf npu nomoLn n6Oro TEKCTOBOro peaakropa.

BHMmaHue! UsmeHeHMe KaKkux n1Mbo cTpoK B ¢aiine stunnel.conf oTANYHBIX OT ONUCAHHbIX HUXKE
MOXKeT NpUBECTU K HepaboTocnocobHOCTM Nporpammbi!

Mpu OTKPbLITUM daitna byaeT BUAHO creaylolee CoOAePHNUMOE:

#key=/etc/certs/mtx.key
#cert=/etc/certs/mtx.crt

taskbar = yes

; compression = zlib

cert = c:\sovalizer\stunnel\certs\test1.pem
CAfile = c:\sovalizer\stunnel\certs\server.crt
verify = 3

debug =7

; output = c:\sovalizer\stunnel\stunnel.log
; Some performance tunings

socket = I:TCP_NODELAY=yes

socket = r:TCP_NODELAY=yes

socket = a:TCP_NODELAY=yes

fips = no

sslVersion = SSLv3
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[nsca]
client = yes
accept =127.0.0.1:5667
connect =91.222.137.62:5190
Ons nameHeHMs UMeHW cepTudukaTa, HYXXHO OTpefaKTUpoBaTb CTPOKY cert =

c:\sovalizer\stunnel\certs\testl.pem, n3amMeHMB B KOHLE WMS cepTuduKata Ha CBOe.
Mpeanonoxmm uma cepTudukaTta, BblJaHHOE a4MWHUCTPATOPOM cepBepa sova.pem,
Torga OTpefakTUpOBaHHasA CTpOKa AOfKHa BbIrNsageTb cnegylowumm obpasom: cert =
c:\sovalizer\stunnel\certs\sova.pem

Mporpamma stunnel nepepaeT AaHHble Ha cepsep 4vepes nopT 5190. B cnyyae,
€Cnn AaHHbIN NOPT He LOCTYMNeH, TO HeobxoaMmo B dpanne KoHdurypaumm M3MeHUTb
HOMep nopTa Ha HeoOXOAWMbLIN, OTpedaKTUPOBaB CreayloLlyo CTPOKy: connect =
91.222.137.62:5190, 3aMeHUB B KOHLIEe CTPOKK HOMep nopTa 5190 Ha AOCTYMHbIN.

[Mocne BHeceHMs Bcex W3MEHeHWW, HeobxoauMmo coxpaHuTb ann. Ecnu mmsa
ceptudumkata n Homep nopTta He OyayT M3MEHSTbLCA, TO codepXumoe danna MeHATb He
cnepyer.

Hanbuwe Heobxoanmmo 3anycTuTb nporpammy stunnel. 3To MOXHO caenaTb ABYMS
cnocobamu: 3anyCTUTb Kak MporpaMmmy WM 3anycTuTb Kak CEpBMC OnepauuoHHOM
CUCTEMBI.

e 3anyck stunnel Kak nporpammbi.

,D,J'IFI 3anycka nporpamMmmbl stunnel kak nporpamMmsbl, HeobxoAMMO, Haxo4sChb B Nanke

C ncnosnHsiemblM hannom stunnel.exe gBaxabl KIMUKHYTb MO HEMY JIEBOWN KHOMKOW MbILLMW.

Mocne aToro B CUCTEMHOM Tpee OﬂepaLlVIOHHOVI CUCTEMbI MOSIBUTCA 3HAYOK stunnel:

[ns npoBepkn nNpaBUITbHOCTM 3anycka HeoOXO04MMO BbI3BaTb MEHHO, KITUKHYB
NpaBoOW KHOMKOW MbILWM Ha 3Ha4vke stunnel B cuctemMHom Tpee un BbibpaTb NyHKT Show Log
Window:

Show Log Window
Save peer certificate »

Edit stunnel.conf
Reload stunnel.conf

Reopen Log File

Homepage
Manual

About

Exit
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npu 3Tom BydeT nokasaHoO OKHO XXypHana:

: No limit detected for the number of clients

: stunnel 4.53 on =x86-pc-mingw32-gnu platform

: Compiled/running with OpenSSL 0.9 . 8=s-fips 4 Jan 2012

: Threading:WIN32 SSL:+ENGINE+OCSP+FIPS Auth:none Sockets:SELECT+IPvé
: Reading configuration from file stunnel.conf

: FIPS mode is disabled

: Compression not enabled

: Snagged 64 random bytes from C:/.rnd

: Wrote 1024 new random bytes to C:/.rnd

: PRNG seeded successfully

: Initializing service section [nsca])

: Certificate: c:\sovalizer\stunnel\certs\testl.pen

: Certificate loaded

: Key file: c:\sovalizer\stunnel\certs\testl.pemn

: Private key loaded

: Loaded verify certificates from c:‘\sovalizer:stunnel:certs\server.crt
: Loaded c:\sovalizer\stunnel“\certs\server.crt revocation lookup file
: SSL options set: 0x00000004

: Configuration successful

: Service [nsca] (FD=368) bound to 127.0.0.1:5667

B npegnocneagHen ctpoke BuaHa 3anucbk Configuration successful yto roBoput 06
yCrneLHoNn 3arpy3ke ceptudukara.
Ecnun B danne koHdurypauumn 6b1n10 HENpaBuIibHO 3a4aHO UMsS cepTudmkarta, To

npu 3anycke nporpammbl 6yaeT nokazaHo OKHO C OLLIMOKOMN:

Y Stunnel server is down due to an error.
You need to exit and correct the problem.
Click OK to see the error log window.

a Tak xe OyameT nokasaH dann XypHana, B KOTopoM OyaeT HanucaHa noapobGHas

nHpopmauus o6 owwmnbke:

File Configuration Save peer certificate

No limit detected for the number of clients

=tunnel 4 .53 on ®86-pc—mingw3Z2—-gnu platform

Compiled/running with OpenSSL 0.9 . 8s—-fips 4 Jan 2012
Threading:WIN32 SSL:+ENGINE+OCSP+FIPS Auth:none Sockets:SELECT+IPve
Reading configuration from file stunnel . conf

FIPS mode is disabled

Compression not enabled

Snagged 64 random bytes from C:/.rnd

Wrote 1024 new random bytes to C:/.rnd

PRNG =eeded successfully

Initializing service section [nsca]
c:\sovalizer stunnel certsitestll pem: NHo such file or directory (2)

Server is down
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B NpeanocnegHen cTpoke BUOHO, YTO cepTudmrkaTta ¢ umeHem testll.pem He cyLiecTByer.
Ana yctpaHeHua owunbkm HeobGxoAMMO 3aHOBO OTpedakTupoBaTtb hawn stunnel.conf,

yka3aB npaBuIibHOE UMsi cepTudmKaTa.

OtpepaktnpoBaTb dann stunnel.conf MOXHO kak onmMcaHo O6biNO Bbile WK
Bbl3BaTb MEHIO, KITMKHYB MPaBOM KHOMKOW MbIWWN Ha 3Hayke stunnel B cuctemMHoOM Tpee U

Bbl6paTb NyHKT Edit stunnel.conf:

Show Log Window
Save peer certificate »

Edit stunnel.conf
Reload stunnel.conf

Reopen Log File

Homepage
Manual
About

Exit

nocrne 4ero OTKPOETCH OKHO TEKCTOBOrO pefakTopa, rae MOXHO OyaeT oTpedakTMpoBaTb
umsi ceptudmkata m coxpaHutb pann. lNocne 4vero BbibpaTb B MeHO MNyHKT Reload

stunnel.conf:

Show Log Window
Save peer certificate »

Edit stunnel.conf
Reload stunnel.conf

Reopen Log File

Homepage
Manual

About

Exit
rnocre 3Toro HeobxXoAMMO OTKPbITb OKHO C >KypHanoMm, Kak Oblfio OnucaHo Bbilwe W
ybeantcsa B NnpaBuibHOM 3anycke Nporpammbl.

Cnepyet 3ameTuTb, 4TO nNpu 3anycke stunnel kak nporpamMmmbl B cnydae
nepesanycka onepauyuoHHON CUCTEMbl aBTOMATUYECKOro 3anycka nporpaMmmbl He ByaeT u
npuaeTca 3anyckaTb €€ BPYYHYK YKa3aHHbIM Bbllle crnocobom nmbo Heobxoaumo
nobaeuTb hann stunnel.exe B aBTO3arpy3ky onepaumoHHOW CUCTEMbI O6bIM yO0OOHbLIM
crnocobom.

e 3anyck stunnel KaK cepBuca.

[nsa 3anycka nporpammbl stunnel kak cepBuc onepaumMoHHON CUCTEMbI HEOBXO0ANUMO

CHa4ana YCTaHOBWUTb cny>i<6y stunnel, gna aTtoro Haxogscb B nNanke C WCMOSIHAEMbIM
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darinom stunnel.exe HeobXoAMMO BLINOMHUTL B KOHCONM OT WUMEHW agMuMHUCTpaTopa

cnegyowyto komaHay stunnel — install

Microsoft Windows [Uersion 6.2.92001
(c)> Kopnopauus Maskpocoor,. 2012. Bce npasa 3auMueHs.

\WINDOUS\system32>cd c:\sovalizer\stunnel

ic :\sovalizer\stunnel>stunnel —install_

(o] Aamunucrpatop: C:\Windows\System32\cmd.exe == “

Mpw ycreLuHon ycTaHoBKe, OyaeT noka3aHo OKHO 06 yCreLlHOW YCTaHOBKe cepBuca:

Aamunuctpatop: C:\Windows\System32\cmd.exe -

icrosoft Windows [Uersion 6.2.92001
(c)> Kopnopauus Masikpocoor,. 2012. Bce npasa 3auMueHs.

\WINDOUWS\system32>cd c:\sovalizer\stunnel
\sovalize tunnel>stunnel —install

\sovalizer\stunnel)>

stunnel 4.53 on Win32 (not configured)

|
‘ﬁ‘ Service installed

=

Aanee, HyXHo HaxaTtb kHonky OK u He 3akpblBasi KOHCOMM, 3anycTUTb cepBuUc stunnel,

BbINOMNHUB KOMaHAy stunnel —start npyn aTom GyaeT nokasaHO OKHO O 3amnycKe cepBuca:

Aamunuctpatop: C:\Windows\System32\cmd.exe

icrosoft Windows [Uersion 6.2.92001]
(c)> Kopnopauus Masikpocoor, 2012. Bce npasa 3aupueHs.

\WINDOWS\system32>cd c:\sovalizer\stunnel
\sovalizer\stunnel>stunnel —install
\sovalizer\stunneld>stunnel —start

:\sovalizer\stunnel>

stunnel 4.53 on Win32 (not configured) "=

O

‘0w Service started

Ana nameHeHunsa panna KoHdUrypauum cepBuc OOMMKEH ObiTb OCTaHOBMEH, ANs

3TOro Heob6xoAMMO UcMonb3oBaTb KoMaHay stunnel —stop, mocre BbINOMHEHUST KOTOPOW

OyneT nokasaHo OKHO 06 OCTaHOBKe cepBuca:
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Aamunucrpatop: C:\Windows\System32\cmd.exe -

:\sovalizer\stunnel>stunnel —stop

:\sovalizer\stunnel>

stunnel 4.53 on Win32 (not configured) P

\0\ Service stopped

nocrne 3TOro MOXHO peaakTUpoBaTb anii KOHUrypaumm n nocrne CoxpaHeHUs 3aHOBO
3anycTuTb CepBuC.
[ns nonHoro yganeHus cepBuca crnegyeT BOCNONb30BaTbCA KOMaHAoW stunnel —

uninstall, nocne BbINONHEHUA KOTOpOK ByaeT nokasaHo OKHO 06 yaaneHuu cepsuca:

c: ] Aamunuctpartop: C:\Windows\System32\cmd.exe = =

\sovalizer\stunnel>stunnel —uninstall

\sovalizer\stunnel>

stunnel 4.53 on Win32 (not configured)

\0\ Service uninstalled

Cnepnyet 3amMeTuTb, YTO NMpu paboTe B pexnme cepBuca NporpaMmma He nokasbiBaeT
OKHO C OLIMOKOM Npu HenpaBUiIbHOM MMEHM cepTudumkata, No3TOMy PeKOMeHOyeTcs
CHayana 3anyckaTtb stunnel kak nporpamMmmy M NOTOM €Cnu He OyaeT HMKakux owwmnbok

yCTaHaBJIIMBaTb M 3aMyCKaTb KakK CEPBUC.

5.7 NPOBEPKA NEPEOAYY OAHHbLIX HA CEPBEP.
[Mocne ycnewHoM HaCTPOMKM W 3anycka nporpammbl stunnel Heobxoanmo

npoBepuTb nNepefady AaHHbIX Ha cepBep TenemeTpun. [Ona 3TOro Hago 3anycTuTb
nporpammy COBAnatizep n ecnu He 6bin ycTaHoBNEH Yekboke « OTKpbIBaTh MNPy 3anycke»
nepentn Ha Bknaaky «Cepsuc» n oTkpblTb COM-nopT. 3atem nepentun Ha Bknagky «Jlor»
n Bbibpatb M3 cnmucka «OcHoBHOWM nor». B okHe XypHana OyayT 3anmcu O 3anycke

nporpaMmbl, OTKPbITUM NOpTa U ycneLlHon oTnpaske B Nagios:

% "COBAnavizep. Bepcus 1.1 build 140513. HB® UHTennext"

v 0

06 - BusyanusaTop 3anyueH
07 - MopT OTKPbLIT
11 - Otnpaska B Nagios: OK

ra: | OcHoBHON flor
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lMocne atoro oTkpbITb nNtobon Beb-bpaysep u nepentn no agpecy https://sova-
monitor.net/ npu 3anpoce BBeas noruH test n napons test. Mocne ycnewHoro Bxoga éyaer

BMAHA crneayowasn nHdbopmauus:

test HanawrysanHa Buxig
Cneujansti XKypHan Kaptka MHO KoHTakTu Cepsicu Cxema
3K Ne  Tun Hasea Cran MNoeinoMneHHa Tp-Tb
P o = R .
0.Cosanaitaep0-Onosienta npo
o we cno 2 Coa.anamae 0-Or0BILIEHHA TR0 OnoseueHmne oK ONOBEUEHWE HE 3aNyleHo = 4M

ancners HC(1:Onogewenme)
4 CN 12 2:COMAKuenenHa ocHosHe(nuTaHMe1+8 UNKNOWN  Hetae aakic lurepean 300 414
-- CN 223 223:Cosanait3ep1-38'A30K(H:CBA3L0) OK OK =4m
J- CN 13 3:COMA2Kusnewn 6atapen(wGarapet=8) EERGIOW 1oac naric epBan 300 _ 444y
J- CN 14 44-Temneparpa BX EERCW) | o/v2cnanc repsan 300 o 44y
J- CN 155 55-Mincuniosay UNKNOWN ';':x“ CEiCHRpEaH SOUSS 741
4 CN 161 §16.1-KonTpons nikii 1 UNKNOWN E‘:K'“ma”“"' ITePE 300 i1n
J- CN 1162 52:6.2-KoHTpons nikii 2 UNKNOWN | Hetwaeannx IkTepsan 300 444y
e 7:CONA5-6anaHc OWN Hemae aaHux. IHTepean 300
L CREHE mogema(H:6anaHc mogemat+8 Chlil CeK. =
e 8:CONAB-CurHan quowN | Hemae fanux. lktepean 300
# EIL e MoaemMa(H:curHan mogemal=g) Gl ceK. =tin
- CN 119  9:CONA7-38'30K CrieiiB(ticensb creiig1+8) R ocv: cenan >4m

Cepsucol «Cosanansep0-OnosiweHHs npo HC» u  «Cosanansep1-3B'a30Kk»
AOMMKHbI ObITb 3eMneHbIMK, YTO roBOpUT 00 yCneLlHoW nepegade OaHHbIX Ha cepsep. Ha

3TOM NpoBEpPKY nepenadyn gaHHbIX MOXXHO CHUTATb 3aKOHYEHHOMN.
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